Reducing cyber risks to your mission by understanding
your network, unique threats, and security controls.

BreakPoint Labs
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BreakPoint Labs is a recognized expert in the implementations of the Risk
Management Framework (RMF) - streamlining processes to achieve and maintain
an Authority To Operate (ATO).

BreakPoint Labs engineers are experts in RMF. They assess the management,
operational, and technical security controls employed within or inherited by
a system to determine their overall effectiveness. Through the meticulous
assessment of vulnerabilities and potential threats, BreakPoint Labs provides
contextually appropriate, risk-informed authorization recommendations to

Authorizing Officials and senior Leaders. i ..‘ :
. a0 s .Yy *
] I Civilian Agencies
Security Assessment Risk Assessment Plan of Action & . e ¢
Reports (SAR) Reports (RAR) Milestones (POA&M) I State & Local-quErnmept-
1 Academic Institutions
Experience Assessing Diverse, Highly-complex Environments: I Healthcare Industry
* Major applications ¢ Cloud infrastructure and services I Commercial Enterprises
* Enterprise-wide area networks * Operational technologies, such as ICS
* Tactical and weapons systems SCADA systems
+ DoD supercomputers * Additive manufacturing
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Security Control Assessor/Validator
Enabling informed decision-making by Authorizing Officials and
Executive Leadership.
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Oversee and manage the cybersecurity posture of a system o _ @
orenclave. . W \

Information System Security Officer (1SSO)
Implement and maintain appropriate security
measures and monitor performance.
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—— SECURITY ENGINEERING SERVICES

Compliance requirements can often feel High-quality
daunting. BreakPoint Labs collaborates Security Program
closely with clients to understand their Documentation (e.g.,)
technical setup, conduct gap analysis, o System Security
prepare documentation, and implement Plan [SSP]
technical controls. BreakPoint Labs ¢ Incident Response
is committed to achieving maximum Plan [IRP]
compliance, institutionalizing security e Configuration

best practices, and documenting any Management [CM]
deviations. Alongside project-level « Continuity of
assistance, BreakPoint Labs provides full- Operations [COOP]

time, embedded personnel who seamlessly * Disaster Recovery [DR]
integrate into your team.

EMPLOYING CYBERSECURITY STANDARDS

BreakPoint Labs’ experienced team goes beyond the Risk Management
Framework (RMF), evaluating systems against other security standards.
Such as:

e NIST 800-30, 800-37, 800-53/A, e OPNAVINST N9210.3
800-130 e NIST Cybersecurity

e NIST 800-171 DFARS Compliance Framework (CSF)

e CNSSI 1253 * FISMA

PAST PERFORMANCE

AW U.S.Army Corps of Engineers ERDC

"'m.:‘: Security Control Assessor-Validator
v, (SCA-V) Service

ERDC Performed Risk Assessment and Security Engineering

services for mission-critical activities in support of SCA-V activities for the
Security Control Assessor-Army (SCA-A) and other DoD organizations.

U.S. Navy Risk Management

WS_EA Framework Support Services

NAvAL SEA S¥STEMS commano IRV Support Services for policy and control
evaluations, implementation of security postures, and ATO maintenance for
the Naval Surface Warfare Center Dahlgren
Division Command.

poD DoD High Performance Computing
Modernization Program

HODERNIZATION PROGRAM

Cybersecurity Service Provider (CSSP) Services
Contract. Delivered vulnerability assessment and management and
continuous monitoring enterprise CSSP services.

CAGE Code: 7FZP3
SAM UEID: WAU7C2EAKGN9
Small Business

ISO 9001:2015 Certified: Cert #14812
ISO 27001:2022 Certified: Cert #20297
CMMC Level 2 (C3PAOQ) Certified
CMMI-SVC Level 4 Appraised
(Appraisal #77434 | Exp Oct. 17, 2028)

541330 Engineering Services

541511 Custom Computer Programming Services

541512 Computer Systems Design Services

541513 Computer Facilities Management Services

541519 Other Computer Related Services (primary)

541715 Research and Development in the Physical,
Engineering, and Life Sciences (except
Nanotechnology and Biotechnology)

Custom Computer Programming Services
Computer Integrated Systems Design
Computer Related Services, Nec*
Computer Facilities Management
Computer Related Services, Nec* (primary)

8116 Arlington Blvd., #255
Falls Church, VA 22042
info@breakpoint-labs.com

844-HACKME?2 (844) 422-5632 ®

GSA OASIS+:
Unrestricted: Contract #: 47TQRCA25DU054
Total Small Business: Contract #: 47QRCA25DS129
GSA Multiple Award Schedule (MAS):
Contract #: GS-35F-248GA
Highly Adaptive Cybersecurity Services (HACS)
Cloud Professional Services
IT Professional Services
SeaPort NxG: Contract #: NO017825F7153
MDA Shield IDIQ Contract #: HQ085926DF042
CDAO Tradewinds Solutions Marketplace

Platform One Solutions Marketplace

Diana Orozco
Business Development Director
(210) 216-6800

Denise Cole
Contracts Administrator
(703) 495-3559
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