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Securing your network by eliminating cyber threats
before they impact mission success

BreakPoints Labs leverages its distinguished workforce, high technical
proficiency, and decades of combined experience securing complex programs to
provide proactive, defensive cybersecurity solutions that keep your mission safe.

WHO WE ARE

,

Technically Proficient Experts

Our distinguished workforce comes with robust technical knowledge, real-world
cybersecurity experience, and the certifications to meet your mission requirements.

A Team with a Proven Track Record of Results

We've delivered on some of the most complex missions impacting our national
security — demonstrating excellence in offering offensive and defensive mission-focused

security solutions at the speed of relevance.

Specialists Who Provide Flexible Solutions

Regardless of mission scale or complexity, we can develop and harness technology that

meets your defensive security needs.

Mission-Focused Engineers

Regardless of the technology at play, mission success is our priority. Our team brings
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sound engineering and design practices to security operations and harnesses best-in-
class threat intelligence solutions that enable a faster response to cyber attacks. We also
apply industry-proven frameworks to meet any mission requirement, including Zero Trust
Security, NIST, and standards set by DoD’s Chief Information Officer (CIO).

CORE COMPETENCIES: DEFENSIVE CYBER OPERATIONS (DCO)

We provide visibility into your critical infrastructure to identify, contain, eradicate, and then recover from cyber threats — ensuring
nothing stands in the way of your mission success:

Network Security
Monitoring & Intrusion
Detection/Prevention

BreakPoint Labs delivers
advanced network operations
and security center (NOSC)

spot malicious activity, and
analyze for anomalies that could
jeopardize your critical data and/
or national security interests.

\BreakPoint Labs

services to monitor your network,

Al-Augmented
Workflows

BreakPoint Labs integrates
authoritative data sources
and the power of LLMs to
enable Al-augmented
workflows thatimprove
information retrieval and
decrease the time needed to
respond or counter
emergent threat behavior.

info@breakpoint-labs.com
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Incident Response

Helping restore operations
after a successful breach,
BreakPoint Labs stays ready
to minimize the impact of a
cyber-attack. With a range of
automated tools and a team
of incident response experts,
you can quickly overcome the
hurdles and get back on track
to mission success.

844-HACKME2 (844) 422-5632

Security Orchestration,
Automation, & Response
(SOAR)

BreakPoint Labs offers advanced
streamlined capabilities to support
security orchestration, automation,
& response (SOAR) solutions that
keeps missions safe. By putting
mass data analysis and decision-
making activity on auto-pilot,
organizations can quickly detect
and respond to threats with ease.

https://breakpoint-labs.com




= PAST PERFORMANCE (Notable DCO Projects) CAGE Code: 7FZP3
SAM UEID: WAU7C2EAKGN9
Small Business

DCO capability development for the DoD HPCMP

Supports defensive security ISO 9001:2015 Certified: Cert #14812
initiatives for the Department of ISO 27001:2022 Certified: Cert #20297

: CMMC Level 2 (C3PAQ) Certified
Defense (DoD) High-Performance CMMI-SVC Level 4 Appraised

Computing Modernization Program (Appraisal #77434 | Exp Oct. 17, 2028)
(HPCMP)to protect critical assets like:

DOD

MODERNIZATION PROGRAM

541330 Engineering Services

» The Defense Research Engineering Network (DREN) 541511 Custom Computer Programming Services

» The Secret Defense Research Engineering Network (SDREN) 541512 Computer Systems Design Services
« DoD Information Networks (DODINs) within the research, 541513 Computer Facilities Management Services
’ . 541519 Other Computer Related Services (primary)
development, test, and evaluation (RDT&E) community. 541715 Research and Development in the Physical,

Engineering, and Life Sciences (except
Nanotechnology and Biotechnology)

We developed and implemented monitoring sensors for over
120 network locations and delivered security incident and event
management (SIEM) systems that use automation and robust Custom Computer Programming Services
reporting to assist DoD’s security operations center (SOC). agnputer Integrated Sysfems Design

Computer Related Services, Nec*
Computer Facilities Management

Cybersecurity Service Provider (CSSP) for the Computer Related Services, Nec” (primary)
DoD HPCMP
Per Department of Defense (DoD) 8116 Arlington Blvd., #255
. Falls Church, VA 22042
DOD Instruction 8530.01 and the kel

info@breakpoint-labs.com
National Institute of Standards and 844-HACKME2 (844) 422-5632 @
Technology (NIST) Cybersecurity
Framework (CSF), we provide

MODERNIZATION PROGRAM

continuous monitoring and SOC GSA OASIS+:

management solutions for the DoD High-Performance Computing Unrestricted: Contract #: 47QRCA25DU054
Modernization Program (HPCMP) as a cybersecurity service S O Bt S ORCR 2D s 125

. GSA Multiple Award Schedule (MAS):
provider (CSSP). Contract #: GS-35F-248GA

Highly Adaptive Cybersecurity Services (HACS)

Throughout the engagement, we've deployed knowledge and tools Cloud Professional Services
to help the DoD identify, categorize, and report anomalous activity | BDiesyio el vediess

] ; ) [ SeaPort NxG: Contract #: N0O017825F7153
and implement countermeasures to rapidly contain potential threats MDA Shield IDIQ Contract #: HQO85926DF042
— reducing cyber risks that could impact HPCMP mission success. CDAO Tradewinds Solutions Marketplace
Cybersecurity Service Provider (CSSP) for Platform One Solutions Marketplace
NIWC Atlantic

BreakPoint Labs, a Valiant

Solutions company provides e Diana Orozco
AR 0RSA000000 8 M=F Py Business Development Director
‘ ) ATy =153 (210) 216-6800
Operations (DCO) capabilities
POloWFa oL SaaneY in support of NIWC Atlantic’s
Cybersecurity Service Provider r Denise Cole
(CSSP), strengthening C4ISR infrastructure and defending the o Al i CRnacts Adinistrathe

Defense Health Agency (DHA) networks against emerging RPSDE
cyber threats.



https://breakpoint-labs.com
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https://p1.dso.mil/marketplace
https://www.linkedin.com/company/breakpoint-labs-llc/

